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Physical and Logical Configuration
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Public Network
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— Instances are launched
Virtual Routers on these nodes
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Logical Configuration of the Virtual Network - Case1

Launch Instance

Metworkin
Some network can be .
dedicated to a specific tenantj, ., . _
Select networks for your instance.
neto1
[Ineto2
. \
Each instance can choose
connected private network. 0 2l
(Multiple choice is allowed.)
P )

Connections from/to Public Network
are NAT-ed here

/ﬂ\ NAT Router and Firewall
Public ~
Network \ Packets from different subnet are
: filtered with the “Security Group.”
Private Net " net01 net02 Private Net y
rivate Networ rivate Networ
(Subnet01) %7 %7 (Subnet02)

Packets between same subnet
are not filtered.
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Logical Configuration of the Virtual Network - Case2

" By assigning a dedicated router for each tenant, each tenant can create its own private
networks freely, even overlapping subnets can be used by multiple tenants.

Public
Network

Connections from/to other Tenants
or Public Network are NAT-ed here

Router for _ __ Router for
TenantA Saadas it e lenantB

Subnet04
192.168.2.0/24

Subnet02 Subnet03
192.168.2.0/24 192.168.1.0/24

Subnet01
192.168.1.0/24

== < = =
net01 net02 net03 net04
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" There are various plugin's for L2 Agent. In this document, we describe “LinuxBridge
plugin” and “Open vSwitch plugin” which provides basic bridge functionality using
Linux bridge / Open vSwitch.

" The single Network Node could be a potential bottle neck and a single point of failure.
There is a lot of design discussion about it in the upstream.

" Currently dnsmasq is used by DHCP agent as in the following charts, but different
DHCP options are possible by design. Other options may be added in the future.

" Network Namespace support is _not_ mandatory for Case1 configuration. If you want
to use multiple routers (and optionally the overlapping IP address feature), however,
you have to use Case2 design and Network Namespace support is required there.

" |t depends on Linux distributions whether you can use the Network Namespace feature.
For example, RHEL6.3/6.4 doesn't support it. Fedora17/18 supports it.
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Network Components configured by
LinuxBridge Plugin using VLAN separation
- Case1 Configuration -

NAT Router and Firewall

Y £
netO’I/

net02
Private Network o= — Private Network
(Subnet0?) (gl G/ (Subnet2)

Model Network
of this Section

vmO1 vmO?2 vmQO3
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TAP device Pemmmmmmmmememiiemiiemieiiiiiiiiooioes _{ Configured by Nova Compute ]
VLAN device vmO1 vmO2 vmO3
Linux Bridge ‘l’ @ @ @

g/ ethO ethO eth1 !etho

IP is assigned via dnsmasq |:
running on Network Node J:

. brgXXXX brgYYYY :

E net01 net02 E

VLAN device is created for eth1.101 eth1.102

each private network : / :
T T IS ST = SERTE ™ [Configured by L2 Agent]

_ _ VLAN101
Physical L2 Switch
for Private Network VLAN102
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To Public Network

veth pair [Configured by L3 Agent} """"""""" -et—llfl-O- """
Linux Bridge tapVVV brgxxxx
.................... qg-VVV

Ensmasq IS assigne?? @ : @
to each subnet 5 ; g ;
: : . [ ns-Www

ns-XXX qr-YYY qr-477
i tapXXX | tapYYY tapzzZ || tapwww
[Conflgured by DHCP Agent T / """""""""" \ """ /
brqxxxx bragxxxx |

|Euff|x xxxx” is derived fr/ netO1 net02 :
he head of network UUID eth1.101 eth1.102 |
5 _________________________ - /____[Com‘igured by L2 Agent]
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Network Namespace Separation

To Public Network

Network
Namespace

corresponds

Suffix “aaaa”
to network UUID.

10

Suffix “bbbb” corresponds
] to router UUID.

\“ grouter-bbbb

tapVVV

ethO
I

brgxxxx

gdhcp-aaaa

Cnsmasg>

P)
qg-VVV
AR N

~
.~
~
“

gdhcp-cccc ]

(nsmasg>

T

(1P
ns-XXX qr-YYY qr-ZZ7 ns-WWW
tapXXX tapYYY tapZZ7Z tapWWWwW
brgxxxx brgxxxx
netO1 net02
eth1.101 eth1.102

eth1 /

To Private Network
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Network Components configured by
LinuxBridge Plugin Plugin using VLAN separation
- Case2 Configuration -

Q’V_VO;kL/

Router for

- Router for
| TenantB

TenantA &

=

I
Model Network
of this Section

vmO1 vmO2 vmO3 vmO04
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{ Configured by Nova Compute ]

TAP device e e mm e m e
VLA device vmo’ vm02 vm02 vm03
Linux Bridge ‘l’ IP ‘l’
g/ thO ethO chO !ethO
|fis assigned via dnsmasq 5
running on Network Node J: tap01 tap02 tap03 tap04 | :
| brgxxxx braYYYY |
E net01 net02
VLAN device is created for eth1.101 5
each private network E

eth1.102

~eth?1

Physical L2 Switch
for Private Network

VLAN101

VLAN102
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veth pair

Linux Bridge

VLAN device

To Public Network

dnsmasq is assigned
to each subnet

[Configured by L3 Agent] | braxxxx [ eth0
. / o~ ;
i tapZZZ tapCCC

E\IAT with iptables EIP/ @

.............. [ qg9-Z7Z7 qg-CCC |:
: A y  (Cnsmasgd
h + : :
Geyy @y " ey ' (p

ns- XXX f qr-YYY gr-BBB | :] ns-AAA

tapBBB || tapAAA

[Configured by DHCP Agent]"

tapXXX : tapYYY

brgxxxx

\.:./

Suffix “xxxx” is derived from ¢ netO1
the head of network UUID. |:

eth1.101

—— o o e R R EEEEE R
1
1
]
1
1

brgxxxx
net02

eth1.102

eth1
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Network Components on Network Nodes

To Public Network

Network
Namespace

—_L

Suffix “aaaa” corresponds
to network UUID.
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T

eth1

_—

brgxxxx ethQ
E‘fix “bbbb” corresponds _— ~—
to router UUID. tapZZZ tapCCC
grouter-bbbb : |P grouter-cccc
gdhcp-aaaa ) qg_zzz 1 qg_CCC gdhcp-dddd ]
Cnsmasdl v | @nsmasg>
: .
12 (1P Qr) T (e
ns-XXX ar-YYY T qr-BBB ns-AAA
tapXXX tapYYY tapBBB tapAAA
brgxxxx brgxxxx
netO1 net02
eth1.101 eth1.102

To Private Network

Open Cloud Campus



15

Quantum Under the Hood

Network Components configured by
Open vSwitch Plugin using VLAN separation
- Case1 Configuration -

NAT Router and Firewall
e

( Public )
Network \

.

Private Net c net01 net02 Private Net c
rivate Networ rivate Networ
(Subnet01) %7 5 (Subnet02)
Model Network
of this Section
vmO1 vmO?2 vmQO3
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[ Configured by Nova Compute ]

TAP device 5 vmQO1 | vm02 vm03
; i Fﬂ ethO Fﬂ ethO Fﬂ eth1 Fﬂ ethO
veth pair ;
: I I I I
Linux Bridge ; vnetO vhet1 vhet2 vnet3
: gbrXXX gbrYYY gbrZz7 gbrWwWWw
Open vSwitch
qvbXXX qvbYYY qvbZZZ7 qvbWWW
"""""""" avoXXX | [ TawoVVy |77 T avezz2 | [avoWwa] T
: Port VLAN tag:1 Port VLAN tag:2 | |
Tenant flows are separated : br-int
by internally assigned VLAN ID :
| int-br-eth1

VLAN ID is converted with flow table
dl_vlan=101 = mod_vlan_vid:1

[Configured by L2 Agent]

'— phy-br-eth1 dl_vlan=102 = mod_vlan_vid:2
~ br-eth1
Tenant flows are separated ;
by user defined VLANID ] ‘---------------- R~ - | , :

— VLAN ID is converted with flow table
dl_vlan=1 = mod_vlan_vid:101
dl_vlan=2 = mod_vlan_vid:102

VLAN101

Physical L2 Switch

for Private Network VLAN102
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Internal port

To Public Network

veth pair

Open vSwitch

—

dnsmasq is aSS|gned
to each subnet P

[Conflgured by DHCP Agent port VLAN tag:1

277 | :Ttapwww
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Port VLAN tag:2

1int-br-ex |

VLAN ID is converted with flow table
dl_vlan=101 = mod_vlan_vid:1

| dl_vlan=102 = mold_vlan_vid:Z/

VLAN ID is converted with flow table

tapXXX : gr-YYY qr-
| " br-int
E int-br-eth ?
[Configured by L2 Agent]
: phy-br-eth1
br-eth1 *
ot et T

dl_vlan=1 = mod_vlan_vid:101

\dl_vlan:2 = mod_vlan_vid:’IOZ/

To Private Network
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To Public Network

Network
Namespace

Suffix “bbbb” corresponds

eth1

br-ex

arouter-bbbb Cp ) ~

to router UUID.

[ €

gdhcp-aaaa

g-VVV

4 .
. .

Suffix “aaaa” corresponds
to network UUID.

Iphy—br—ex

gdhcp-cccc ]

' |
P 4 IP dqlip
tapXXX gr-YYY qr-277 tapWWWw
Port VLAN tag:1 Port VLAN tag:2
br-int int-br-ex [
int-br-eth1
phy-br-eth1
br-eth
eth1
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To Private Network
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Network Components configured by
Open vSwitch Plugin using VLAN separation
- Case2 Configuration -

Q’V_VO;kL/

Router for

- Router for
| TenantB

TenantA &

—
I ]
Model Network
of this Section
vmO1 vmQ?2 vmO3 vmQO4
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TAP device vmO1 vm02 vmO3 vm04
. ethO ethO I ethO ! ethO
veth pair
I I I I

Linux Bridge vnetO vnet1 vnet2 vnet3

gbrXXX gbrYYY gbrZz7 gbrWwWWw
Open vSwitch
qvbXXX qvbYYY qvbZZZ7 qvbWWW
"""""""" avoXXX | [ TawoVVy |77 T avezz2 | [avoWwa] T
: Port VLAN tag:1 Port VLAN tag:2 | |
Tenant flows are separated : br-int
by internally assigned VLAN ID :
| int-br-eth1

[Configured by

L2 Agent]

Tenant flows are separated
by user defined VLAN ID

——

VLAN ID is converted with flow table

phy-br-eth1

dl_vlan=101 = mod_vlan_vid:1
dl_vlan=102 = mod_vlan_vid:2

—

br-eth1

----- tathd-4----aa oo

B

Physical L2 Switch
for Private Network
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VLAN101

/

VLAN102

VLAN ID is converted with flow table
dl_vlan=1 = mod_vlan_vid:101
dl_vlan=2 = mod_vlan_vid:102
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Internal port

To Public Network

veth pair

Open vSwitch

eth1

NAT with iptables

dnsmasq is aSS|gned
to each subnet P

[Conflgured by DHCP Agent port VLAN tag:1

qr-BBB | ! tapAAA
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Port VLAN tag:2

1int-br-ex |

VLAN ID is converted with flow table
dl_vlan=101 = mod_vlan_vid:1

| dl_vlan=102 = mold_vlan_vid:Z/

VLAN ID is converted with flow table

tapXXX : gr-YYY
| " br-int
E int-br-eth ?
[Configured by L2 Agent]
: phy-br-eth1
br-eth1 *
ot et T

dl_vlan=1 = mod_vlan_vid:101

\dl_vlan:2 = mod_vlan_vid:’IOZ/

To Private Network
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Network
Namespace

To Public Network

)

Suffix “bbbb” corresponds

[ €)

to router UUID.

eth1

” qrouter-bbbb

gdhcp-aaaa

[%Effb(”aaaa”corresponds

to network UUID.

tapXXX

DY M (@A

br-ex lphy—br—ex
I

q9-Z7Z7 qg-CCC

grouter-cccc
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Port VLAN tag:1

qdhcp-dddd
IP
gr-YYY qr-BBB tapAAA
Port VLAN tag:2
br-int int-br-ex [
int-br-eth1
phy-br-eth1
br-eth
eth

To Private Network
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" On Compute Nodes, the use of Linux Bridge between the integration switch (br-int) and
VM tap devices may look redundant. But It's required for Nova's security group feature
to work. They are configured with Nova's “LibvirtHybridOVSBridgeDriver”.

" You can choose another driver if you don't need the security group functionality. Then,
the configuration will be different.

" The security group feature will be integrated with Quantum in the future, and this
would be more simplified.
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Example of Configuration Steps

24
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* Under the “service” tenant, create the shared router, define the public network, and
set it as a default gateway of the router.

# tenant=%(keystone tenant-list | awk '/service/ {print $2}')

# quantum
# quantum

# quantum

# quantum

router-create router01

net-create --tenant-id $tenant publicO1 \

--provider:network_type flat \

--provider:physical_network physnetl \

--router:external=True

subnet-create --tenant-id $tenant --name public0l1_subnet0l \
--gateway 10.64.201.254 public0l 10.64.201.0/24 --enable_dhcp False
router-gateway-set router0l publicol

* Under the user tenant “redhat”, create the private network “net01” and its subnet,
and connect it to the router.

# tenant=%$(keystone tenant-list|awk '/redhat/ {print $2}')

# quantum

# quantum
# quantum

net-create --tenant-id $tenant neto01 \

--provider:network_type vlan \

--provider:physical network physnet2 \

--provider:segmentation_id 101

subnet-create --tenant-id $tenant --name net01_subnet®l net01 192.168.101.0/24
router-interface-add router@l net0l1_subnetOil

Open Cloud Campus
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" Another network “net02” can be added in the same way.

# tenant=$(keystone tenant-list|awk '/redhat/ {print $2}')
# quantum net-create --tenant-id $tenant net02 \
--provider:network_type vlan \
--provider:physical_network physnet2 \
--provider:segmentation_id 102
# quantum subnet-create --tenant-id $tenant --name net02_subnet0®l net02 192.168.102.0/24
# quantum router-interface-add router@l net02_subnetOl

26 Open Cloud Campus
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" Under the “service” tenant, define the public network.

# tenant=%(keystone tenant-list | awk '/service/ {print $2}')
# quantum net-create --tenant-id $tenant publicO1 \

--provider:network_type flat \
--provider:physical_network physnetil \
--router:external=True

# quantum subnet-create --tenant-id $tenant --name publicOl1_subnetol \

--gateway 10.64.201.254 public0l 10.64.201.0/24 --enable_dhcp False

" Under the user tenant “redhat”, create the tenant router and set its gateway for the
public network.

# tenant=$(keystone tenant-list|awk '/redhat/ {print $2}')

# quantum
# quantum

router-create --tenant-id $tenant routerOil
router-gateway-set router0l publicol

" Then, define private network “net01” and its subnet, and connect it to the router.

# quantum

# quantum
# quantum

net-create --tenant-id $tenant neto01l \

--provider:network_type vlan \

--provider:physical_network physnet2 \

--provider:segmentation_id 101

subnet-create --tenant-id $tenant --name net01_subnet®l1l net01 192.168.101.0/24
router-interface-add router®l net®l1_subnet0l

Open Cloud Campus
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* Additonal router and private networks for another tenant “redhat2” can be added in
the same way.

# tenant=$(keystone tenant-list|awk '/redhat2/ {print $2}')
# quantum router-create --tenant-id $tenant router02
# quantum router-gateway-set router02 publicO1

# quantum net-create --tenant-id $tenant net02 \

--provider:network_type vlan \

--provider:physical network physnet2 \

--provider:segmentation_id 102
# quantum subnet-create --tenant-id $tenant --name net02_subnet0®l netOl 192.168.101.0/24
# quantum router-interface-add router®2 net02_subnetol
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iptable chains
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filter table Packet filtering for instances
I~ are done on Compute Nodes

FORWARD

nova-filter-top

Filtering chain is created for
each instance.

Packets from the same
Subnet are not flltered

nova-compute-local

nova-compute-inst-xx

nova-compute-provider

_». Security Group IS
Packets from the same subnet applied here

Filtering by Security Group

— nova-compute-sg-fallback DROP

nova-compute-FORWARD

*These are configured by Nova Compute
@ (“Security Group” is a part of Nova functions.)
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nat table J POSTROUTING

Packet filtering for instances
are done on Compute Nodes

—

quantum-13-agent-POSTROUTING

Packets _not_ on Public NW port

quantum-postrouting-bottom

WT Is applied only at t@

edge of Public Network
SN—

quantum-l3-agent-snat

SNAT from Private IP

quantum-l3-agent-float-snat

=

to the associated Floating IP

|_ Packets from Private IP _».
associated with Floating IP @

Packets from Private IP

é

nova-api-POSTROUTING

nova-api-postrouting-bottom

SNAT from Private IP
to Router's Public IP

*These are mainly configured by L3 Agent.

31
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nat table J

PREROUTING

quantum-I3-agent-PREROUTING

nova-api-PREROUTING

Packet to Floating IP

DNAT from Floating IP
to the corresponding Private IP

*These are mainly configured by L3 Agent.
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" OpenStack Network (Quantum) Administration Guide
— http://docs.openstack.org/trunk/openstack-network/admin/content/index.html

" Quantum L2 Linux Bridge Plugin
— http://wiki.openstack.org/Quantum-Linux-Bridge-Plugin

" QuickStart with RHOS(Red Hat OpenStack) Folsom Preview
— http://d.hatena.ne.jp/enakai00/20121118/1353226066
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